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RECEIVE SEED Nc FROM TRANSMISSION NODE 
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TRANSMIT SEED Nc TO RADIO NODE 



S8712 



RECEIVE MPEG VIDEO ENCRYPTED BY USING 
CONTENTS KEY K FROM ISOCHRONOUS CHANNEL #x 
OF IEEE 1394 & TRANSMIT IT TO RADIO 
ISOCHRONOUS CHANNEL #y OF RADIO NETWORK AS 
IT IS WITHOUT CARRYING OUT DECRYPTION, ETC. 
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RECEIVE MPEG VIDEO ENCRYPTED BY USING 
CONTENTS KEY K FROM RADIO ISOCHRONOUS 
CHANNEL #y & RECOGNIZE THAT IT IS ENCRYPTED 
DATA TRANSMITTED FROM RELAY NODE 
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TRANSMIT AUTHENTICATION REQUEST (CONTAINING 
AUTHENTICATION FORMAT (DEVICE CERTIFICATE) 
Dcert OF RADIO NODE) TO RELAY NODE 



RECEIVE AUTHENTICATION REQUEST (CONTAINING 
AUTHENTICATION FORMAT (DEVICE CERTIFICATE) 
Ccert OF RELAY NODE) FROM RELAY NODE 



CARRY OUT AUTHENTICATION & KEY EXCHANGE 
PROCEDURE TO SHARE AUTHENTICATION KEY 
Kauth2 WITH RELAY NODE 



RECEIVE EXCHANGE KEY Kx FROM RELAY NODE 
(IN FORM OF FUNCTION f(Kx, Kauth2)) 



EXTRACT EXCHANGE KEY Kx 
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RECEIVE MPEG VIDEO ENCRYPTED BY USING 
CONTENTS KEY K FROM RADIO ISOCHRONOUS 
CHANNEL #y 



DECRYPT IT BY USING CONTENTS KEY K & 
DECODE IT 
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FIG.66 
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RECEIVE MPEG VIDEO ENCRYPTED BY USING 
CONTENTS KEY Kl FROM ISOCHRONOUS CHANNEL #x 
OF IEEE 1394 & RECOGNIZE THAT IT IS ENCRYPTED 
DATA TRANSMITTED FROM TRANSMISSION NODE P. 
TRANSMIT IT TO RADIO ISOCHRONOUS CHANNEL #y 
OF RADIO NETWORK AS IT IS WITHOUT CARRYING 
OUT DECRYPTION, ETC. 
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CARRY OUT AUTHENTICATION & KEY EXCHANGE 
WITH TRANSMISSION NODE P & ACQUIRE EXCHANGE 
KEY Kxp & SEED Ncp 
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CARRY OUT AUTHENTICATION & KEY EXCHANGE IN 
UNITS OF SUB-UNITS (FUNCTIONS) WITH RADIO NODE 
& SEND EXCHANGE KEY Kxp & SEED Ncp 
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RECEIVE MPEG VIDEO ENCRYPTED BY USING 
CONTENTS KEY K2 FROM ISOCHRONOUS CHANNEL #x* 
OF IEEE 1394 & RECOGNIZE THAT IT IS ENCRYPTED 
DATA TRANSMITTED FROM TRANSMISSION NODE Q. 
TRANSMIT IT TO RADIO ISOCHRONOUS CHANNEL #z 
OF RADIO NETWORK AS IT IS WITHOUT CARRYING 
OUT DECRYPTION, ETC. 
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CARRY OUT AUTHENTICATION & KEY EXCHANGE 
WITH TRANSMISSION NODE Q & ACQUIRE EXCHANGE 
KEY Kxq & SEED Ncq 
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CARRY OUT AUTHENTICATION & KEY EXCHANGE IN 
UNITS OF SUB-UNITS (FUNCTIONS) WITH RADIO NODE 
& SEND EXCHANGE KEY Kxq & SEED Ncq 
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